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Abstract

This paper is based on the premise that the integration of security into organizational
business processes, especially the system development life cycle (SDLC), is a
fundamental requirement for Federal Information Security Management Act (FISMA)
compliance and attaining security performance goals. Now, more than ever, security
role-based training is key for achieving security integration into enterprise business
processes and the cultural change that is required to sustain long-term organizational
benefits and improvement in enterprise security programs.

Organizations must identify the stakeholders in each life cycle phase and educate them
about their roles. This education must help personnel distinguish between performance
and compliance issues, and the roles responsible and accountable for “doing” security
versus “ensuring” security. Role-based training will address these stakeholders and their
roles and teach them what is required to pass the “security baton” from one phase to the
next.

By integrating security into the SDLC and providing role-based training to personnel
with significant security responsibilities, organizations can be better prepared to meet the
challenges of FISMA compliance. It is clear that IT systems cannot be adequately
protected unless all personnel understand their roles and responsibilities for safeguarding
the information and information resources. Training can promote cultural change and
shift the workforce from being observers who show interest in security to becoming
participants who demonstrate commitment to security.

This paper focuses on developmental activities of the SDLC, security activities that must
be integrated into the SDLC, and the players or stakeholders in each SDLC phase. It is
only through the understanding of these security roles and their relationships among each
other that total security integration can occur.
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